
✗+ y + 2- decreases

by 1 each

iteration
.



In each iteration

either 2- decreases ,

or 2- remains the same
but × decreases

.

Look at (Z
,
X )



let Zi , Xi be values of 2- and ✗ in iteration i

(Zi , Xi) 4 ( Zj , Xj) ⇔ Zi <zjvftiitjnxi < Xj)

Iteration i us Iteration City

(Ziti , ✗ i+i) 4 ( Zi , Xi)
because either 2-it, < Zi or

Zin- Zi A Xie , <Xi

Finite set of possible tuples , every partial order relation

on a finite set has a
"

minimum
"

,
we can't decrease (2-1-1)

indefinitely . Program mast stop.



Fermat theorem
-

p prime a pya ⇒ AP-1=-1 fmodp)
• p ✗ a ⇒ gcdcaip) = 1

• Consider set { 1 , 2,3, _ . , p - I }

×!#
Cod _. permute -- - - - (because gcdcqp)⇒)

[idea
:
gcdcaip

)=☐

a. (za) - Ga) . Gta) . _ . . [ (p-Da] = 1.2.3 . . - - (p-D= -D !

at
'

.

-D ! ⇒ (p-D ! nfodp ) ]

Pla
"'d-DI - ED ! ⇒ p / (pi ) ! [ar

'

_ , ]
#"" !!product it

⇒ Pla
" '
-1 ⇒ am -=i(mosp£]¥¥÷( because p can't divide 1

, 2,3, -→ p- 1)



strengthen :
mm

p- I

p prime ⇔ Hasp , a = 1 Cod p)

Ide To check if a number n is prime , make

sure an
- '

≤ 1 (mod n ) for all a < n .

Not better than checking { 1
,
. _ _ , p-13 for divisors !

But it turns out , it has good random behavior :

repeat 100 times
- pick random a < n

- if an
_ '

≠ lfnwdn)
return false ( n is composite)

return true .

Problem : n might be composite and we still return true
because we did not pick the "good

"
a : a

"-¥1 moan



For most composites , the probability of picking a "
bad

"

a is ≤ ± . therefore , the prob . of

making wrong decision ≤
◦°

wh-12.CM n is composite

ʰ! there must be an an
"

-1--1 @dn)
Assume also godCain) = 1

a multiply !

Eiger!÷÷f÷::good almost all
n - l composites

an
-
'

= 1 Cod n)

(ar)
""

= an
- '
an -

'

= an-1.1 = a"' -1=1 nfodn)
If r is

"

bad
"

then ax mod n is
"

good
"

. For every
"

bad
"

there is at least one
"

good
"

.



Problems
-
an
- '

requires @ -D multiplication

-

an
-'
is HUGE !

Repeated squaring :
I b -o

ab
= { a. ab - l b odd

[ able ]
≥

b even [save malt.]

Combine this with computing everything modular on the fly .



tEup 9=2
, n=

30

Need to find an-1 = 229

29 28

✗ nz

14

,

7

×

6

,

3

×

2

,

I

✗

Base case

1
64-8-4-2,1
↓

64-8,4

32-16-14

gg

#malt ≈ 2. log
,

b

↓



Cryptography
Assume every message is an integer as n .

To send 2 to person A , send see moan

where e and n are advertised by A

private
Key ②By, ← public key

(see next slide)
Miharu n=p . q where pig are large primes

Fact 1 : It's hard to factor n into primes , so it's
hard to discover p and q

Fact 2 : Given y = Ne mod n
,
it's hard to figure

out a .



Person A also has : god (e) $-1)(g-D) = 1
so there exists d such that

ed = 1 (mod @→G-D)
d can be easily found by A ( how ?) but not by others .

claim : yᵈ mod n = k

yd = @e)
de
= seed ⇒ •

(P-D (9-1)+1
= a.qq.JP

- I

• plx ⇒ yd = see ◦ (mod p)
• ppr ⇒ pyx

" '

⇒ @ 9-1)
"
= 1 (mod P) [fermat]

⇒ yd = • (mod p)



yd = a fmodp) ⇒ p 1 yd - se

yd = a (mod g) ⇒ q 1 yd- se

1¥ ( pig primes)

therefore yd= a Cod pg)
yd = a Lmodn)


