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Exercise : Solve for se and y mood 7
.

-

2x + by E l (moot 7)

4k + 3 y = 2 (mod 7)

2kt by = I

1⇒ Gz =3 ⇒ NE 6- ! 3 @od 7)8k + by = 4

What's the inverse of 6 modulo 7 ?

Tt§T 7- (1) +6ft) =L

- l E 6 Emad 7) .

6-1=6
.

NE 18 quod 7) k=4CT
8 + by El ⇒ by = - 7 E O Lmod 7) y=0IM



Easy to solve system of linear equations in

modulo n if n is prime .

What's not easy ? Something like :

ZA E b (mod n)

Solve for 2e , a ,b, n known
.



Cryptography
-

Encrypt a text : e.g . Caesar cipher
A B C D E F G H I J . - - - X Y Z

F G H I J K L M N O
. . . .

C D E

A :O
,
B :L

,
C :2

, . . . ,
2:25

. 5=5 (shift)

Encrypt : y= @ + s ) mod 26

Decrypt : ne (y - s ) mod 26



Any simplistic
"

substitution
"

code can be easily broken -

e-g . Frequency analysis of letters in text .

Public /Private key encryption - decryption : Introduction

Two assumptions :

Given Me mod n , solve for n : Hard.

Given n , factor n into primes : Hard



Message :
mmmm
t.mx
-

se s n n : large prime

O#o gcdce , n - D= I

* ¥at ed =L mod (n- D

d is inverse of e mod n- I

Instead of sending x , send

y = X
e mod n

Upon seeing y , it's hard to solve for n . Unless we have d
.

rumrunners

yd = fee ]
d
= zed = z

KG - 1) + I
= a .

zkcn - D

= z .#n- t))
K

E R (mod n)
-

⇒ I@od n) (Fermat)

Fermat : nsn , n prime ⇒ Z
"- '

⇒ (mod n)



There is a problem with above approach !

Everyone can find d
.

knowing e and n
,

d can be found using the Euclidean

algorithm . Because d is the inverse of e modulo (n- t)

Let's fix the approach .

O#ot n -- pg

¥ Hiat p and g are large primes
ed = I mod (p-Dlg - i)



To find d
,
we need to find the inverse af e mod f -Dlg -D

so we need to know p and g .

So we need to factor n

into primes .
HARD
=

Upon seeing y = ke mod n , it also HARI to solve for n.

Unless we have d !oB
hmmmm

yd = (z e)
d

= zed ⇒ zkcp
-DG -1) + I

⇒ a.fzp
- i]
KG - t)

p f n :
KP
- '

⇒ I fmrod p) (Fermat) , so y de se (mood p)

p I n : yd and u are both multiples of p, so

y de se (mod p)



yd = x (mod p)

yd e n fmodg )

Pl Ld - n {⇒ since both p&g are primes

q I yd - k
then pg ) yd -n

n I yd - se

yd Ex finned n) .


